an increasing number of requests to admit into evidence computergenerated materials in the form of printouts, visual media, or testimonial evidence culled from nonvisual computer files.
This Comment examines the issues surrounding the admissibility of routinely prepared computerized records in civil and criminal litigation. Since this evidence is usually offered to prove the truth of the statements contained therein and involves the contents of written material, this discussion focuses on the hearsay and best evidence rules and their respective exceptions. The contemporary judicial approaches to traditionally and electronically maintained records under the hearsay and best evidence rules are outlined, and then the degree to which courts should alter their treatment of computer-generated evidence because of the various errors accompanying modern electronic data processing (EDP) is explored. Finally, it is suggested that judges should require proponents of computer-generated evidence to demonstrate its reliability with greater certainty than is presently required in most jurisdictions.
II. TRADITIONALLY MAINTAINED REcoRDs

AND THE RULES OF EVIDENCE
A. The Hearsay Rule and Relevant Exceptions
The common law proscribes the use in court of hearsay," which is defined as written evidence or testimony of out-of-court statements offered to prove the truth of the matters asserted therein., Underlying this rule is the belief that the factfinding process is enhanced by requiring that the declarant, the individual making the out-ofcourt statement, present his evidence in court, under oath, and subject to cross-examination so that the jury may observe his demeanor and evaluate his credibility. 9 There are a number of exceptions to the hearsay rule. 10 Two of them, the business records exception and public record exception, are particularly relevant to the problems of computer evidence. Underlying these, as well as all hearsay exceptions, is the premise dence, 17 and rules 803 (6) & (7) of the 1974 revision of the Uniform Rules of Evidence.' Each of the above modifications rely on the regularity of the record's preparation near the time of the re17Federal Rules of Evidence, Pub. L. No. 93-595, 88 Stat. 1926 93-595, 88 Stat. (1975 provides, in pertinent part:
Rule 803. Hearsay Exceptions; Availability of Declarant Immaterial The following are not excluded by the hearsay rule, even though the declarant is available as a witness:
(6) Records of regularly conducted activity.-A memorandum, report, record, or data compilation, in any form, of acts, events, conditions, opinions, or diagnoses, made at or near the time by, or from information transmitted by, a person with knowledge, if kept in the course of a regularly conducted business activity, and if it was the regular practice of that business activity to make the memorandum, report, record, or data compilation, all as shown by the testimony of the custodian or other qualified witness, unless the source of information or the method or circumstances of preparation indicate lack of trustworthiness. The term "business" as used in this paragraph includes business, institution, association, profession, occupation, and calling of every kind, whether or not conducted for profit.
(7) Absence of entry in records kept in accordance with the provisions of paragraph (6).-Evidence that a matter is not included in the memoranda reports, records, or data compilations, in any form, kept in accordance with the provisions of paragraph (6), to prove the nonoccurrence or nonexistence of the matter, if the matter was of a kind of which a memorandum, report, record, or data compilation was regularly made and preserved, unless the sources of information or other circumstances indicate lack of trustworthiness.
(8) Public records and reports.-Records, reports, statements, or data compilations, in any form, of public offices or agencies, setting forth (A) the activities of the office or agency, or (B) matters observed pursuant to duty imposed by law as to which matters there was a duty to report, excluding, however, in criminal cases matters observed by police officers and other law enforcement personnel, or (C) in civil actions and proceedings and against the Government in criminal cases, factual findings resulting from an investigation made pursuant to authority granted by law, unless the sources of information or other circumstances indicate lack of trustworthiness.
(9) Records of vital statistics.-Records or data compilations, in any form, of births, fetal deaths, deaths, or marriages, if the report thereof was made to a public office pursuant to requirements of law.
(10) Absence of public record or entry.-To prove the absence of a record, report, statement, or data compilation, in any form, or the nonoccurrence or nonexistence of a matter of which a record, report, statement, or data compilation, in any form, was regularly made and preserved by a public office or agency, evidence in the form of a certification in accordance with rule 902, or testimony, that diligent search failed to disclose the record, report, statement, or data compilation, or entry. ' 1 The text of the NCCUSL proposed rules 803(6) & (7) of the 1974 Uniform Rules of Evidence may be found at 13 UNi. L. ANN. 241-42 (1975 Vol. 126:425 corded event, the informant's duty to accurately report his knowledge of the transaction, and the systematic reliance upon such records by the business community to assure the trustworthiness of the proffered evidence. 19 Once the testimony of the custodian or other suitable witness establishes these circumstances, the court may allow the business records to be introduced.
The courts are divided on whether to admit evidence of the absence of an entry in order to prove that a disputed transaction did not take place. 20 Rule 803 (7) of the Federal Rules of Evidence specifically provides that the absence of an entry in a business record maintained in accordance with the provisions of rule 803 (6) is admissible to prove "the nonoccurrence or nonexistence of the matter, . . . unless the source of information or other circumstances indicate lack of trustworthiness." 21
The Official Records Exception
A common law exception to the hearsay rule exists for the written statements of public officials acting under an official duty to accurately report the recorded events. 22 Rule 803 (8) of the Federal Rules of Evidence provides for the admission of reports of "matters observed pursuant to [a] duty imposed by law as to which matters there was a duty to report, . . . unless the sources of information or other circumstances indicate lack of trustworthiness." 23 Similarly, rule 803 (10), the public records analogue to rule 803 (7), allows the admission of a properly certified statement that a diligent search has failed to disclose the existence of a par- The sixth amendment to the United States Constitution states that "In all criminal prosecutions, the accused shall enjoy the right . . . to be confronted with the witnesses against him." The purpose of the confrontation clause, like that of the hearsay rule, is to enable the trier of fact to observe the witness' demeanor and evaluate his credibility. 2 5 Although the exact outline of the constitutional limitation upon the use of hearsay evidence is unclear, 26 the hearsay rule and the confrontation clause do not completely overlap. 27 For present purposes it suffices to say that traditionally maintained business records and routine public records are admissible in criminal proceedings as they do not run afoul of the confrontation clause.
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B. The Best Evidence Rule and Relevant Exceptions
The best evidence rule, codified as rules 1001 to 1004 of the Federal Rules of Evidence, provides that if the contents of a writing are in issue, an original copy must be produced unless a sufficient justification for its absence is presented. 29 The emphasis on 24 FED. R. Evm. 803(10) 253-54 (1975 This provision lessens inconvenience to the public and diminishes the risk of losing government records.
3 "Forced upon the courts by sheer necessity," 34 the voluminous writings exception admits summaries of voluminous documents as long as they are individually admissible and the opposing party has had an opportunity to inspect them and the proposed exhibits. This exception is incorporated into the Federal Rules of Evidence as rule 1006.8 5
III. COMPUTER-GENERATED EVIDENCE AND EXISTING LAW
A. The Statutory Framework
Only a limited number of jurisdictions have altered their rules of evidence to reflect changes in computer technology. Although the Federal Rules of Evidence expressly provide for the admissibility of all computerized records, only a few states have done likewise.
6
The Federal Rules of Evidence permit the use of computer output to the same extent as conventionally prepared records. Rules 803 (6) -(10) state that the business and public record exceptions to the hearsay rule apply to "data compilation [s] , in any form." 37 The Advisory Committee Notes to rule 803 (6) explain that this term "includes, but is by no means limited to, electronic computer storage." 38 Moreover, in clarifying the scope of the best evidence rule, the Federal Rules of Evidence defines the terms "writings", "recordings", and "originals" as follows:
the foregoing cannot be obtained by the exercise of reasonable diligence, then other evidence of the contents may be given. The procedures required to certify a copy of an official record are found in FED. R. [Vol. 126:425 "Writings" and "recordings" consist of letters, words or numbers, or their equivalent set down by . . . magnetic impulse, mechanical or electronic recording, or other form of data compilation ....
An "original" of a writing or recording is the writing or recording itself or any counterpart intended to have the same effect by a person executing or issuing it ....
If data are stored in a computer or similar device, any printout readable by sight, shown to reflect the data accurately, is an "original." 39 These definitions show enough flexibility to permit the admission of existing and new forms of data storage and output media.
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At least eighteen other jurisdictions have also adopted general evidentiary rules or more limited ones that account for the use of computers. Closely modeled on the Federal Rules of Evidence, the rules of evidence in Arizona, 41 Arkansas,4 Florida, 43 Maine, 44 Minnesota, 40 Nebraska, 46 New Mexico, 47 and Wisconsin. 48 (Supp. 1975 Kansas has enacted a similar statute. 51 North Carolina has been even more liberal toward corporate computer records than either of these two states. Its law specifies that any records maintained by a corporation may be kept on any information storage device "provided that the records so kept can be converted into a clearly legible form . . .
Where records are kept in such manner, the cards ... or other information storage device together with a duly authenticated printout or translation shall be admissible in evidence .... 52 A number of states have statutes that refer to computerized records in a limited fashion. Iowa has added the phrase "including electronic means and interpretation thereof" to the definition of admissible evidence found in section two of the Uniform Business Records as Evidence Act.
5 3 Indiana has a law sanctioning the admission of computerized hospital records if the proponent has presented an adequate foundation. 5 4 Colorado's public records cording is (a) reasonably permanent and (b) reagable by sight. When information or data is recorded by means of a generally accepted method or system, which is operated with suitable controls to safeguard the reliability and accuracy of the information or data, and which is equipped with means for providing a reproduction that is a "writing", such reproduction shall be treated as the equivalent of the information or data, notwithstanding that the form of recording does not itself constitute a "writing" as defined by this rule. N.J. R. Evw. 1(13) (emphasis added). 52N.C. Gar. STAT. § § 55-37.1 & 55A-27.1 (1975) . statute defines "writings" to include "cards, tapes, recordings, or other documentary materials regardless of physical form or characteristics." 5 An Oregon law permits a "transcript" of a computerized public record to be admitted into evidence if the certifying officer states that "it is a correct transcript of specified data contained within the data processing device or computer." 56 Virginia has passed a similar statute admitting reproduction of public records including "[a]ny printed reproduction of data electronically recorded on magnetic surfaces." 57
One state, California, has dealt with computer evidence by permitting computer records to be used to satisfy the best evidence rule. The statute allows certified reproductions including "a reproduction from an electronic recording of video images on magnetic surfaces" to be admitted in lieu of the original writing if it is lost or destroyed. 6 8 In addition to the jurisdictions that have changed some or all of their evidentiary rules to account for computer records, over half of the states have enacted the Uniform Photographic Copies of Business and Public Records as Evidence Act, 5 9 which may arguably be used for the same purpose. 0 This law provides that a copy of a business or public record "is as admissible in evidence as the original itself . . . whether the original is in existence or not," if the proponent can show that both the copy and the original were be considered a photographic process. The making or recording of hospital medical records by electronic data processing systems is an original written record, and print-outs or other types of retrieved information in written or printed form shall be treated as original records in all courts or administrative agencies for the purpose of its admissibility into evidence.
34-3-15.5-3. Authentication.-Entries made in a hospital medical record may be authenticated by showing that:
(1) the electronic data processing equipment is standard equipment in the hospital;
(2) the entries were made in the regular course of business at or reasonably near to the happening of the event or order, opinion, or other information recorded;
(3) the security of the entries from unauthorized access can be demonstrated through the use of audit trails; and (4) records of all original entries and subsequent access to the information are maintained.
IND. CoDE ANNt. § § 34-3-15.52 & .53 (Burns Cum. Supp. 1976 The introduction of computer-generated summaries of voluminous written records has been permitted in lieu of the underlying documents.
IV. A CRITICISM OF THE CURRENT JUDICIAL TREATMENT OF
COMPUTER-GENERATED EVIDENCE
A. The Nature of the Problem: Computer Data Processing Is Qualitatively Different From Conventional Record Processing Techniques
The courts have made a laudable effort to adjust existing rules of evidence to accommodate computer materials. In light of complex computer systems' susceptability to numerous possibilities for error, the question arises whether additional safeguards should be required before computerized records are admitted into evidence. 889, 894 (9th Cir. 1969 ) (refusal to consider on procedural grounds the defendant's best evidence rule challenge to testimony regarding the contents of an automobile rental company's computerized files). Had the defendant in De Georgia raised a timely objection to the admission of this testimony, the motion may have been sustained by the trial court. The government only produced information about the file's contents in the court below and failed to show the impossibility of making a print-out of the information displayed or printed on the witness' on-line terminal. Many courts have not insisted that proponents of computerized evidence adequately demonstrate the accuracy of their data processing systems. 7 7 Computerized evidence has often been admitted on the basis of the minimum statutory foundation, a custodian's testimony that the records were made in the regular course of business at or near the time of the transaction by someone under a business duty to accurately report the transaction.
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Judges and commentators who have considered the foundation accorded conventional records to be equally satisfactory for computer-generated ones have failed to account for the significant differences between the two types of evidence. With traditionally prepared records a trier-of-fact can recognize potential sources of error. The personal experience of a judge no doubt encompasses common clerical and bookkeeping errors such as misplacing a decimal point, making a subtraction error, or forgetting to record a transaction. A judge is usually able to properly evaluate a set of records if he is told how they were prepared. There is little need for a proponent of the evidence to go into a lengthy discourse on the possibility of error and the precautions taken. There is a serious risk with computer records that the judge, and perhaps even more so the jury, will be overly impressed by the computer's mystique and will unnecessarily accept its output as reliable. 7 9 Because a judge usually has little knowledge about computers he is unlikely to be aware of the various mechanical, environmental and human factors that could cause errors in a computer's output. 8 0 For example, in a poorly controlled system even a speck of dust could significantly change a given record by concealing a magnetic impulse on a tape file."' A judge cannot determine the reliability of the exhibits admitted into evidence unless the foundation deals with the various possibilities for error. Moreover, because most mistakes originate as human error, most notably input errors, the reliability of a computer's output may be overestimated by underestimating the chances for mistake in the human interaction with the computer system. 77 E.g., United States v. Fendley, 522 F.2d 181 (5th Cir. 1975 [ Vol. 126:425 Judicial unfamiliarity with potential computer error sources does not necessarily require that an expert witness testify regarding dust particles or other technical problems every time a computerized exhibit is offered into evidence. Nor is it necessary for the court to hold a "minitrial" to determine the accuracy of a given system. Rather, the proponent of the evidence should include an overview of the possible errors in the data processing system and the procedures used to detect and eliminate them.
Much has been written about auditing computer systems, minimizing computer errors, and detecting and preventing computer fraud.8 2 Extensive checklists of error sources and internal auditing controls have been published. 3 A brief description of several sources of computer errors and the prevention controls available is set out below. These controls provide the circumstantial guarantees that a particular computer-generated exhibit is trustworthy and should therefore be admitted under the business or official records exceptions to the hearsay rule.
B. Computer Errors and Controls
There are at least five major classifications of electronic data processing errors. Technologists label environmentally induced errors and hardware failures as mechanical shortcomings. They consider systems design and programming errors, operating mistakes, and input errors to be human errors.8 Human errors occur far more often than mechanical ones.m Input errors alone account for more computer processing mistakes than any other source.
proper environment in order to function well. The various types of input/output and data storage media employed in a data processing system are also sensitive to environmental conditions. Excessive heat, humidity, dust, power source fluctuations and electromagnetic and magnetic interference may cause the system to malfunction.T This is unlikely to occur, however, since almost all computer installations have rigidly controlled environments 88 and are located away from radio, television and radar transmitters in properly grounded buildings to prevent injury to data files from electromagnetic radiation or electrical storms. 8 9 . In addition, most manufacturers equip their computers with a variety of self-protection devices including fuses, air filters, power regulators, and thermostatic control switches which can disable a computer before any of the hardware is seriously damaged.
While there have been some published reports of tapes and disks being erased by magnets, 90 "the story that tapes inside their canisters have been erased by boy scouts walking through an installation with magnets in their pockets is simply not true." 91 Nevertheless, a computer installation can be protected from magnetarmed saboteurs (or boy scouts) through the use of magnet detectors that set off an alarm and lock the entrance to the computer room. 
Hardware Failures
Independently caused hardware or component failures are very rare. Nevertheless, some components, especially the telecommunications lines used in either time sharing or on-line real time (OLRT) systems to connect the computer with its various point-of-transaction terminals, are more error prone than others. 93 If designed properly, however, error detecting circuits and codes can be used to catch virtually all of the hardware errors that are likely to occur in a computer system or its telecommunications lines. 94 Moreover, a regular program of preventative maintenance by qualified customer engineers (servicemen) will further reduce the likelihood of breakdowns. 95 
Systems Design and Programming Errors
A computer only performs tasks for which it is programmed. There are several levels of computer program complexity. 96 At the lowest level are application programs that instruct the computer to perform relatively minor tasks; at the highest level are the complex, software operating systems which, among other things, supervise and monitor all of the computer system's operations, schedule tasks according to priorities, and check the error detecting or correcting codes.
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Programming errors at any one of the various levels are relatively common. A single mistake may be seriously compounded if a computer obediently uses an erroneous instruction several times. 98 Programming errors are notorious for producing absurd results. 99 Programming mistakes can easily be detected and even avoided if proper program design and debugging procedures are followed. 100 First, the managerial and data processing staff must agree on the appropriate goals and systems design.
101 Second, adequate documentation should be prepared and maintained on a current basis, including: systems flow charts, program block diagrams, program instruction listings, input/output format listings, and textual descriptions of each program. 10 2 Third, all programs should be 94 Id. at 22, 90-109. See B.A.I., supra note 82, at 28-31. These codes may also be used to detect wiretapping and other forms of surreptitious or fraudulent manipulation of data banks by embezzlers, data pirates and others . See generally thoroughly tested. Test data can be used to review most anticipated data contingencies. The results of these runs can then be compared with those results obtained from existing or modified programs. 10 3 Finally, standard software and program packages can be obtained from computer manufacturers. These packages have been fully tested by the manufacturers' staffs and are updated on a periodic basis to reflect the error experience of all package users as well as to keep abreast of recent developments. The use of these programming controls can significantly reduce the number of errors in software systems and programs. Nevertheless, some programming errors are virtually inevitable because of the unavoidable frailties in the human component of computer applications. 1°4
Operating Procedure Errors
Electronic data processing systems vary according to the degree of human interaction with the system. As the operator becomes more responsible for supervising computer operations and data reception the possibility of operating errors increases. 1 5 Moreover, these mistakes can be serious. An operator in a poorly controlled system can, among other things, accidentally erase vital data, update financial data more than once, or process an out-of-date backup file and thereby lose a record of all transactions recorded after the expiration date of the backup file.les Operator errors can be minimized through the use of several accepted controls. First, complete, clear, and simple written operating guidelines should be prepared so that oral instructions are not needed to operate the system. 10 7 Second, a tape librarian should be employed to channel the correct input data to the often harried operators. 0 8 Third, all programs can be designed to check for data file labels containing identifying information such as creation and retention dates, reel and program numbers, and transaction counts. 10 9 Fourth, an effort must be made to staff the computer room with qualified individuals, a hard task since "computer operators are generally difficult to recruit and quick to leave a position, a situation that enhances the possibility of errors." 110 Fifth, reliance on electromechanical unit record devices for sorting and collating data, known as electronic accounting machines (EAM), should be reduced because these functions can be performed by computers with a greater degree of accuracy and speed.
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Sixth, if EAM devices are used, their easily damaged wire control panels should be inspected on a regular basis,"1 2 as should all mechanical components of a computer system. 13 Seventh, input/ output bins should be used to insure that all materials are dispatched to the proper individuals. Finally, and most importantly, working conditions conducive to good operator morale should be maintained. 1 4 
Input Errors
Incorrect input is by far the largest cause of data processing errors." 5 A computer system is only as accurate as the accompanying data it processes. If the data is in error, incomplete or processed incorrectly the output will be in error."" As a result, most electronic data processing installations use a variety of internal controls to minimize input mistakes. Indeed, many installations will have a separate department for this purpose. The control staff's function is to verify all inputs and outputs, and, in some installations, to maintain the tape library."1 7 The exact organization of input/output controls depends on whether the installation is using a batch processing or on-line real time (OLRT) processing system. With batch processing, transactions are grouped into "batches" and processed on a delayed basis; 118 110 J. MARnrN, supra note 82, at 24.
"'1 A. VAzsoNYI, supra note 3, at 99; R. BniurAm-q, supra note 2, at 128-29. While EAM equipment was first used in pre-computer punched card systems, some installations have continued to use EAM equipment for some data preparation ftmctions. For a discussion of the types and functions of EAM equipment, see A. VAzsoxi, supra note 3, at 91-99; R. BmnGn-Nm, supra note 2, at 118-83. 1 2 See R. BmrrncAN, supra note 2, 144-47. "13 Cf. id. 165-68 (describing an EAM printer carriage control tape which is similar to the tapes used with the modem, high-speed, computer printers). ' in an OLRT system, on the other hand, transactions are processed by the computer simultaneously, with or within a short time after their actual occurrence." 9 For example, a bank which collects all transactions from one teller and groups them into a batch to be processed at the end of the business day is using a batch processing system; whereas a bank employing point-of-transaction terminals to record all transactions on the bank's data files as they are entered into the customers' passbooks is using an OLRT system.
Error controls should be used at each of the four stages in a batch processing system. During the first stage, conventional methods (e.g., handwriting) are used to record the transactions on hard copy forms (e.g., customer order forms). Most of the error controls that can be used at this point are similar to those used in traditional information processing systems, for example, verbal confirmation of the transaction or use of prenumbered forms to account for all transactions. 120 During the second stage, the information on the hard copies is transferred by keyboard-operated machines (e.g., keypunch) or optical scanners to data processing media such as punched cards or magnetic tapes. The standard controls that should be employed at this stage include verifying the accuracy of the data by rekeying or rescanning the same hard copies 121 and manually adding some of the columns of quantitative information from each transaction, such as the dollar values or customer numbers, to obtain batch or hash totals which can then be punched onto batch control cards .
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After the keying and control staff has examined the data for obvious errors (e.g., missing account numbers), the data is fed into the computer system. The basic control that most installations use at this third stage is a data edit program. This program compares the data with a series of validation checks, including the batch and hash totals, magnitude checks (e.g., no payroll check over $500), crossfootings, and error-detecting check digit codes. 12 3 As a result of this edit program, any batch containing incorrect data will be flagged and not processed until corrected by the control staff.
After the data has been electronically processed, the output is usually sent to the control staff to be dispatched. The controls often used at this fourth stage of processing include physical examination of the output by the control staff and recording of the final total figures and cross footings into a ledger book for use in verifying any weekly or monthly reports that may be issued.
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In an OLRT system all of the processing stages have been collapsed. The recording, processing, and output dispatchment stages of each transaction occur within a very short period of time. Moreover, because a hard copy of each transaction may not exist in many OLRT systems (known as the disappearing or nonexistent audit trail), the opportunity to compare the computer and manual results may not exist in some systems.12n Consequently, the error control emphasis in these systems will be placed on immediate feedback controls. These controls include validation checks similar to those performed by a batch edit program, examination of the error detecting codes, and descriptive textual feedback.1
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In those OLRT systems which still maintain hard copies of transactions (such as a bank OLRT system which requires tellers to collect deposit and withdrawal slips) batch and hash totals may be used as error controls. Finally, in any system distributing tangible objects such as machine parts or currency by on-line transacnumber. The check digit obtained from the formula is then added to the end of the meaningful number. Then, if an error occurs in transcribing the number, the check digit recorded will be different from the one computed by applying the formula to the transcribed number, and an error will be flagged. As a simple example: suppose that a customer's credit card number was 12345 and that the formula chosen to compute the check digit was to take the sum of the digits of the customer's number and then take the sum of the digits of the resulting numbers until only one integer remained. This would then become the check digit. Thus, in applying the formula to the number 12345 a check digit of 6 results as follows: 1+ 2 + 3 + 4 + 5 = 15, and I + 5 = 6. As a result the customer's number now becomes 123456. Then if a mistake is made in entering the customer's number, for example entering 723456 instead of 123456, the computer wil flag this transaction as being in error because the check digit for customer 72345 should be 3 (7 + 2 + 3 + 4 +5 =--21, 2 +1 = 3), and not 6. See J. MArrN, supra note 82, at 57-58. 
Administrative Controls
In addition to the above described data processing controls, 12 an EDP installation will often use a series of administrative or managerial controls such as the separation of the individual employees' duties and the use of time sheets for logging staff members' activities. 129 These procedures further reduce errors and help trace individual responsibility when they do occur. These controls also reduce opportunities for fraudulent misuse of a poorly controlled data processing system. 8 0
C. Computer Evidence and the Business Records Exception: The Need for Greater Foundation Testimony
A number of judges have insisted that litigants seeking the admission of computer evidence under the business records exception to the hearsay rule offer an evidentiary foundation responsive to the possible errors discussed in the preceding section. It is these cases 131 that set the desirable precedent, rather than those which 127 Id. 77.
permit entry of computer material on a basis similar to that afforded manual business records.
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In a 1965 case dealing with the admissibility of computer records, Transport Indemnity Co. v. Seib, 33 the Supreme Court of Nebraska affirmed a trial court's decision to permit entry of computer materials largely because of the extensive foundation testimony which accompanied them. The plaintiff had sought to convince the judge that a computer printout of the defendant's insurance transactions was reliable by having the accounting manager detail the company's bookkeeping, premium computation, claims reporting, and computer procedures.
Since Seib, other courts have similarly required proponents of computer evidence to describe in detail the activities affecting the output of the machines. In Railroad Commission v. Southern Pacific Company,13 4 the Texas Court of Civil Appeals reversed a trial court for admitting computer evidence where the proponent had failed to offer testimony as to the type of computer employed, the permanent nature of record storage, and how daily processing of information fed into the computer was conducted. Likewise, in State v. McGee,'3 the Appellate Division of the New Jersey Superior Court reversed a defendant's conviction for transporting a stolen gun into the state, in part because the trial court had erred in permitting a prosecution witness to testify that the National Crime Information Center had reported the gun stolen. The appel-late court held that the trial court had been lax in not requiring the prosecution to produce the computer evidence underlying the testimony; the prosecution should have also indicated "how and who fed the information into the computer; . . . who programmed the computer and how it was done; how the data was retrieved from the computer; the accuracy of those who operated the computer." 13G Some courts have been impressed by the specificity of a particu- 142 a prosecution for making obscene telephone calls, several witnesses testified as to the error controls used to prevent hardware failures and environmentally induced malfunctions in the computerized electronic telephone tracing equipment. 143 Judges who have expressed concern about the reliability of computer data have generally preferred that high-ranking employees of computer departments, as opposed to accountants or comptrollers, describe the machinery and procedures. 1 
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There are, however, cases in which accountants have provided satisfactory testimony. 145 In addition to being careful about the nature and presentation of the foundation surrounding computer evidence, a number of courts have sought collateral means of insuring reliability. Commentators have suggested that proponents of computer evidence notify their opponents early in the pretrial stage so that the evidence can be examined, the systems controls investigated, the underlying data verified, and even "hands-on" access to the proponents' systems provided for independent testing. 148 In civil proceedings discovery of the proponent's computer-related materials would be governed by rule 34 of the Federal Rules of Civil Procedure. In criminal trials rule 16 (2) (1) (c) of the Federal Rules of Criminal Procedure may allow defendants to gain access to the prosecution's computer evidence. However, in those criminal cases where the computerized evidence was generated by a government data processing installation, discovery of the prosecution's data files may be denied in order to protect the secrecy or operational integrity of the government's files. 147 Nevertheless, even where such security considerations apply, the prosecution should make the government installation's operating and programming procedures available to the defendant even if the actual data files are not produced. 14 8
D. Computer Evidence and the Official Records Exception
Designed to minimize inconvenience to public agencies, the official records exception 14 9 has enabled some parties to use computer evidence without supplying the assurances of trustworthiness often required in the business records context. Those parties who have sought to introduce computerized official evidence have encountered varying requirements for admissibility 50 Others who have argued that the absence of an official computerized record evidenced that an event or transaction had not occurred have been able to do so merely by obtaining a custodian's testimony that a "diligent search failed to disclose the . . . data compilation." 11
In addition, certified government printouts are admissible under the official records exception to the best evidence rule regardless of whether the original hard copy documents are available or not. 1 ' z The courts should not, however, confuse the official records exception to the best evidence rule with the official records exception to the hearsay rule. The fact that a certified printout may be presented in lieu of an original document should not prevent the courts from requiring a foundation witness, accountant's opinion, or other circumstantial guarantee that the certified printout is reliable. 5 8
V. CONCLUSION
The courts have viewed existing statutory and common law rules of evidence in a flexible manner and have held that computergenerated evidence is admissible in both civil and criminal proceedings to the same extent as conventionally prepared evidence under the hearsay and best evidence rules. State legislatures have increasingly indicated support for these judicial advances by adopting rules of evidence modeled after the liberal Federal Rules of Evidence.
Some courts have been too lenient in allowing the admission of computer evidence inadequately supported by corroborating testimony. The facts are that the reliability of computer records is clouded by a large number of nonobvious opportunities for error or misuse. Courts should not allow computer evidence to be introduced unless the proponents of the evidence demonstrate that their data processing systems have satisfactory controls. Judges should also encourage widespread criminal and civil discovery and any other means of verifying the reliability of computer evidence. _57 See State v. Loehmer, 304 N.E.2d 835 (Ind. App. 1973) . 1G8 See text accompanying notes 149-151 supra.
